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Compute
Express
Link

e Threat Model

* Device attestation

* CXL Integrity and Data Encryption (IDE)
 CXL.io
e CXL.cachemem

* Error Handling

Content based on CXL 2.0 Specification
Ack: CXL Consortium trainings from Mahesh Natu, Intel and Patrick Bailey, Microchip
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Threat Model
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Assets

* Protocol Transactions (Data and Header) sent on the
link
* Cryptographic keys used to protect data on link

Adversaries and threats
* Simple or skilled hardware adversaries

* Physical attacks on the link such as use of
interposers to snoop, modify, inject or replay data or
headers, device swap (trusted device with untrusted
one)

TCB
* IDE blocks in root-port and end-points
* CXL switch
* Agent that establishes the IDE session

Defense against denial of service is out of scope
for IDE

Host

CXL.IO

Root Port | | mem Port

CXL.cache

CXL.IO
Root Port

s

Port

CXL.cache
mem Port
g = *g CXL
(L a | Endpoint

CXL Endpoint

Legend:

I CXL.cachemem
I Link IDE Stream

é

CXL.IO Link? CXL.IO Selective
IDE Stream 1 IDE Stream

é

TCB
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Device Enumeration, Attestation, Key-exchange € D{[ ‘&=

PCle IDE Key CX L cachemem IDE Key
Programming Programming Protocol
Protocol (CXL_IDE_KM)

 Device enumeration, attestation
and key exchange via CXL |10 eyt And s s 5P S

* Follow DMTF Security Protocol and Secure messages using

SPDM (DSP0277)

Data Model (SPDM) e

Integrity and CX L.cachemem

Integnt d
* PCle IDE ECN for CXL.I0 and CXL = %' =ccier 25, e
IDE Establishment ECN for L g || MCTEnang -
CXL.cach g s,
.cachemem E DD;; Ex?:t:aer::;e
. . < Management Component Exchange (DOE)
* Use endpoint Data Object 3| remeeroicr [ I
Exchange (DOE) mailbox registers & weee wree
2»13?; 5"1d’ig
(DSP0237) (DSP0O238)
DMTF PCle CXL
Standard Standard Standard
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Device Attestation
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 Follows PCle and SPDM

« HELLO exchange to get capabilities and
negotiate parameters

* CERTIFICATE returns device certificate
chain including device unique public key
cert.

« CHALLANGE_AUTH: Device signs
requestor provided nonce with device
unique private key. Used to authenticate
device

« MEASUREMENTS returns signed
measurements and requestor nonce
with device unique private key

Requester Responder
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IDE Key Establishment MWL B
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» Follow CXL IDE establishment ECN L=< i e

* Authenticated key exchange based Q KEY_EXCHANGE TH
on the trust establishment in the T KE"’;E’EHH:(’;‘?E |
previous slide to establish a [II - NISERCIL T
Session | Enables AUTHENTICATED and/or ___ﬂ

« Session used to wrap IDE keys i e |
during key programming step i‘ HEARTBEAT (K] i

« Session can be kept alive and used X1] KEY_UPDATE (K1) KT
to refresh both session and IDE k21 KEY_UPDATE (<) ,
keys P— L —
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IDE Overview
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 AES-GCM with 256 bit key-size for data encryption and
integrity
*  96-bit MAC transmitted for integrity protection

 Link and selective streams IDE

* TLPs protected by IDE

* TLP headers not encrypted, only integrity protected
» Datais encrypted and integrity protected

* Switches can implement or be configured for flow-
through with selective streams IDE

* Encrypted Plaintext CRC for AES engine robustness

 DLLP, sequence number and Link CRC not protected by
IDE
* Control information can flow independent of IDE

e CRC computed on IDE content and checked before decryption/integrity
check

 AES-GCM with 256 bit key-size for data encryption and
integrity
e 96-bit MAC transmitted for integrity protection

e Link IDE only no selective streams

* All protocol flits protected by IDE
* 32 bits of flit header not encrypted, only integrity protected

* Rest of header flit and data in all-data flits encrypted and integrity
protected

* Switches must implement link IDE
* Encrypted Plaintext CRC for AES engine robustness
* Control flits and Link CRC not protected by IDE

e Control flits can flow independent of IDE

*  CRC computed on encrypted flit and checked before
decryption/integrity check

9/30/2021
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Link

CXL.Cachemem IDE Protocol Enhancements ) ﬂ":‘;:‘é:s

* New Header Slot for MAC transmission v iaaaset s
* H6 (110b) slot format encoding o[8[ |2
« Slot carries 96 bit of MAC | ; .
* New IDE control flit |z ’ %E’
* IDE.idle: message sent as part of IDE flow =
to pad sequences - B 2
 IDE.start: message to begin using 4|38 -
programmed keys . g
* IDE.TMAC: Truncated MAC send to |2 Egﬁ
complete MAC Epoch Early ? ﬁg
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CXL.Cachemem IDE - Keys and Counters YW T

* Keys
e Tx and Rx keys must match
» Key configured via SPDM session
« Key refresh without loss of data

e Initialization Vector (IV)
* Implicit and not transmitted over the link

* Monotonic counter incremented for
every MAC

e Initial counter value configured as part
of key exchange

Link

IV fields
Bits Definition
95:92 Sub-stream ID = 1000b
91.64 Must be zeros
63:0 Monotonic Counter

Tx - Upstream 3! Rx Downstream
Rx - Upstream &— Tx Downstream
256 bit key || 94 bit IV 256 bit key || 9¢ bit IV
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Link

MAC Generation and Handling p R

« AES-GCM integrity value (MAC) accumulated over multiple flits

« MAC Epoch: Set of consecutive protocol flits that are aggregated for a given MAC Epoch
* Aggregation Flit Count is the number of flits in a MAC Epoch

« Two modes of MAC aggregation and handling

« Containment mode: MAC must be received and checked before opcode /data released out of IDE for
further processing. Aggregation flit count = 5,

 Skid mode: Opcode/data can be released for further processing without waiting for MAC. Lower latency
and bandwidth impact. Requires solution stack level assessment of tradeoffs. Aggregation flit count =128

Integrity protected

Integrity protected

lh Integrity protected —_— Integrity protected — Integrity protected —————
-~ Encrypted '\ ; Encrypted A I/ — Encrypted % f{gﬂ_i Encrypted 7\3\ I P E— Encrypted x
e & e & e . s 4 e e ... - s
8| st § p 2 |8 3 - : B st 3 : g E E 5 E T 3 = 5
| 22 2| 32 & & ] 5 g 32
2 € -] " ] ) a [
ar = < = I < = - - - v L.
g $ & 8 - 8 & 8 g 8 & 8 2 2 2 L g ** 3 3 8
PCRC
\MD — Additional Authentication Data Flit plaintext content generation
1 /
P — Plain text
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MAC Transmission - Back-to-Back Traffic TR
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* MAC for each MAC —
Epoch transmitted in o
order o

MAC_EPOCH 1

» Typically, MAC e T
transmitted in header e e —
slot at the earliest T g oo
possible time s T S

e No later than 6t woc 02
protocol flit after MAC : o

Epoch ends

MAC_EPOCH 2 MAC_EPOCH 2
Flit (N - 1) Flit (N—1)
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Early MAC Epoch Termination XKL EE=

. . MAC_EPOCH 1
e Transmitter may terminate MAC Epoch Fit 0
early
» MAC transmitted as IDE.TMAC control flit MAC S

* Expected to happen as part of link idle
handlin g Mgfi:t_(ii-cicll;l 1

MAC for MAC_EPOCH1 Ready

e Transmitter must send TruncationDelay DL or Control Fii
number of IDE idle flits before sending e ot |
protocol flits for next MAC Epoch

I g MAC_EPOCH 1
Truncated MAC flit
IDLE
IDLE
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Encrypted Plaintext CRC (PCRC)

>

* Provides robustness against hard and soft errors internal to crypto
engines

* Integrated into MAC check mechanism and does not consume any
additional bandwidth

— PCRC PCRC
‘ Flit plamtelt content ;eration | Flit plaintext content H generation
| P - Plain text [ x| V| 071 __..[ INC, }—»[ AES-CTR(K) T/
v 1011 }—p INCs: '_, AES-CTR(K) ? \
N [ [ 'L j AAD 0" C ene || 0" [[ Len(A)ss || Len(C)sa
‘ AAD H 0 H C ‘“ 0 H Len(A)es H Len(C)es | ~___ . __—
~—_ ____/
— GHASH(H)
GHASH(H)
/QF
»  AES-CTR(K)
MSBas
|
MAC MAC
9/30/2021 Compute Express Link™ and CXL™ Consortium are trademarks of the Compute Express Link Consortium. 13



Error Handling HKLE

» Link errors/ retries host
 No IDE impact to link level retry mechanism
- |IDE only sees flits that pass link CRC checks =10 CXL cache/MEM
* Integrity errors on IDE _Pr°t°°°' o Frotocollaver
e Error can be in data or header lunk trics/error | l_unk tries/error |
* Flits dropped and error logged/signaled handling handling
« All stjbsequent IDE traffic dropped till link Physical layer t
rese

* Device to clear state/plain-text data or

. hysical |
provide access control to prevent leakage of Physical layer

secrets
* Link reset I
» Clear secrets from device and reset IDE keys
 Need to re-establish connection 170 /TR

CXL Device

9/30/2021 Compute Express Link™ and CXL™ Consortium are trademarks of the Compute Express Link Consortium. 14



Summary ) A
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* Device attestation and key exchange over CXL.io interface
« SPDM and DOE mailboxes used for this purpose

e CXL.io IDE follows PCle IDE ECN
e CXL.cachemem IDE

* Detailed definition in CXL 2.0 specification section 11
* Supports containment and skid modes
* Link integrity and confidentiality in an implementation efficient manner

* Encrypted PCRC for crypto engine robustness
* Low bandwidth and latency impact
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Q&A

Please share your questions in the
Question Box
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Thank You
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