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Summary of Functional Changes

This ECN contains changes required to define support for Type 3 device management
over MCTP-capable interfaces via CXL-specific transport binding specifications. It also
adds updates and clarifications to some management command definitions to improve
the behavior of those commands when transmitted over MCTP-capable interfaces.

It defines a new command, “Get Supported Logs Sub-List”, to improve compatibility for
requesters whose receive buffer size is limited, and it clarifies the definition of command
input parameters used to limit response payload size.

Benefits as a Result of the Changes

CXL 2.0 defines a comprehensive management scheme for Type 3 devices that is only
accessible through the device’s Mailbox Registers. However, component management
using MCTP-capable interfaces is a well-established convention.

Existing open management standards can be used but will add additional requirements
and complexity to devices that implement support for both the Mailbox Registers and
MCTP-based management. This ECN simplifies component implementation, allowing for
the reuse of application-layer processing of management commands over both the
Mailbox Register and MCTP-capable interfaces. It also enables light-weight BMC
implementations that do not require the sophistication and complexity of existing open
management standards.

Assessment of the Impact

This new management path is optional, so there is no impact to existing systems. This
ECN is limited to Type 3 components, so it only impacts implementations of Type 3
devices and systems managing Type 3 devices supporting this ECN. Future systems
may implement support for MCTP-capable interfaces, as needed. Systems that support
existing open management standards for generic management activities (eg. FW
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update) may be upgraded to support this new management scheme if one or more
components in that system only support CXL-defined management commands.

Analysis of the Hardware Implications

There is no impact to existing system hardware. Components adding support for this
optional management capability may implement MCTP-capable interfaces. Systems with
existing MCTP-capable interfaces to their CXL components may use that connectivity to
implement support for these new management capabilities.

Analysis of the Software Implications

There is no impact to existing software. Out-of-band management software may
implement support for the new transport binding, as necessary. Existing management
software that uses the Mailbox Registers may implement support for the new, optional
“Get Supported Logs Sub-List” command.

Analysis of the Compliance and Test Implications

This ECN does not repurpose any reserved bits and as such, does not impact existing
compliance tests. No new compliance tests are required.

Detailed Description of the change

Evaluatio

1.2 Terminology
o Added definitions for ‘CCI’, ‘MB’, and ‘Sideband’
7.6.2 Fabric Management Model
o Generalized the discussion to include references to CCls
7.6.3 CCIl Message Format and Transport Protocol
o Generalized the definition of the transport layer so it can cover all component
management commands
[NEW] 7.6.3.1 Transport Details for MLD Components
o New section added clarifying transport details for commands tunneled to MLDs
7.6.6.4 Event Notifications
o Updated to reflect new command names for Get MCTP Event Interrupt Policy
and Set MCTP Event Interrupt Policy
7.6.7.2.1 Get Virtual Switch Info
o Added minimum values to fields in the Get VCS Info command
7.6.7.4.1 Tunnel Management Command
o Expanded scope of this command so that it can be used on MCTP-based CCls
to pass commands to LDs of an MLD
7.6.7.5 MLD Component Command Set
o Added minimum values to fields controlling response size in multiple commands
8.2.8.4 Mailbox Registers
o Moved the general discussion about CCls to 9.16
8.2.8.4.2 Attributes of the Second Mailbox
o Added a requirement that CEL output for secondary mailbox must match that of
the primary mailbox
8.2.8.4.5.1 Command Return Codes
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o Updated description of “Unsupported Mailbox” field to account for MCTP CCls
8.2.9 Component Command Interface
o Updated Requirements column to specify permissions for commands to mailbox
and MCTP-based CCls
8.2.9.1.6 Get MCTP Event Interrupt Policy
o Renamed command
o Added notifications for the completion of Background Operations
8.2.9.1.7 Set MCTP Event Interrupt Policy
o Renamed command
8.2.9.1.8 Event Notification
o Updated to reflect new command name for Set MCTP Event Interrupt Policy and
the addition of natifications for the completion of Background Operations
8.2.9.2.2 Transfer FW
o Added clarifications for retransmission of package parts and handling “Transfer
FW” requests from multiple CCls
8.2.9.4.1 Get Supported Logs
o Added implementation note recommending the use Get Supported Logs Sub-List
and a requirement for Type 3 devices supporting Logs on an MCTP-based CClI
8.2.9.4.2.1 Command Effects Log
o Specifying “Secondary Mailbox Supported” is reserved when queried from any
other CCI than a mailbox CCI
[NEW] 8.2.9.4.3 Get Supported Logs Sub-List
o New command added for reading in supported log types in small sub-lists
8.2.9.5 Memory Device Commands
o Renamed “Identify” command set to “Identify Memory Device”
o Added Permission Info to all opcodes
8.2.9.5.1 Identify Memory Device
o Renamed “Identify” command set to “Ildentify Memory Device”
8.2.9.6 FM API Commands
o Added Permission Info, Input Payload Length, and Output Payload Length to all
opcodes
o Fixed a typo in the names of the “Send LD CXL.io Configuration Request” and
“Send LD CXL.io Memory Request” commands
8.2.9.7.1 Identify
o Added component type field to the Identify command response payload
9.15 Manageability Model for CXL Devices
o Replace performance counter example with event log
[NEW] 9.16 Component Command Interface
o Created new subsection with general theory of operation of CCls, with some
content moved from 8.2.8.4
o Defines “Component Command Interface (CCl)” as the target of all commands
o Defines specific properties of MCTP-based CCls
12.2.3.2 Memory Error Logging and Signaling Enhancements
o Made the references to the “MMIO mailbox” more generic to account for CCls
[NEW] 14.9.107#7 MCTP-Based CCI Test
o Compliance test added for MCTP-based CCls
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1.2 Terminology / Acronyms

Please refer to the PCI Express Specification for additional terminology and acronym
definitions beyond those listed in Table 1.
Table 1. Terminology / Acronyms

Term / Acronym

[ Definition

N f:
—

C

| Component Command Interface (Refer to Section 9.16)

| Megabyte - 220 bytes (1,048,576 bytes)

gideband

Signal used for device detection, configuration, and hot plug in

PCle connectors, as defined in the PCle Express Base

Specification

Copy

7.6.2 Fabric Management Model
CXL devices are configured by FMs using the Fabric Manager Application Programming

Interface (FM API) Command Sets, as defined in Section 8.2.9.6, exposed through an MCTP-

capable interface. Refer to Section 9.16 for details on the CCI processing these commands.

Evaluation

Figure 123. Example of Fabric Management Model

BMC
“Fabric Tunnel
Root Port 0 Root Port 1 (Mmger> Vonegement
i Sl Command
PHY PORTO PHY PORT 4
VCS 0 VCS 1
MCTPEP
vPPB 0 PB 0 P
Support
vPPB vPPB vPPB
1 2
Virtual to
PHY PORT PPB 5 PPB ¢ PHY PORT Physical
1 3 Binding
SLD MLD MLD SLD
PCle or CXL Type 3 Pooled Type 3 Pooled PCle or CXL
Device LD FFFF LD FFFF Device
LD O Do
FM APl FM APl
Support Support

FMs issue request messages and CXL devices issue response messages. CXL components may

also issue the “Event Notification” request if notifications are supported by the component and
the FM has requested notifications from the component using the Set 66BMCTP Event
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Interrupt Policy command. Refer to Section 7.6.3 for transport protocol details. - MEFPrmay
be-used-asthe-transportproetecol:
MCTP-messagesmay-be-sent-overa-variety-ofinterfaces—The following list provides a number
of examples_of connectivity between an FM and a component’s CCI, but should not be
considered a complete list:
e An FM directly connected to a CXL device through any 86BMCTP-capable
interconnect can issue FM commands directly to the device. This includes delivery over
sideband MCTP-capable interfaces buses such as SMBus as well as VDM delivery over
a standard PCle tree topology where the responder is mapped to a CXL attached
device.
¢ An FM directly connected to a CXL switch may use the switch to tunnel FM
commands to MLD components directly attached to the switch. In this case, the FM
issues the “Tunnel Management Command” command to the switch specifying the
switch port to which the device is connected. Responses are returned to the FM by the
switch. In addition to MCTP message delivery, the FM command set provides the FM
with the ability to have the switch proxy config cycles and memory accesses to a
Downstream Port on the FM’s behalf.
¢ An FM may also be embedded within a CXL device. The communication interface
between such a FW module and the device hardware is considered a vendor
implementation detail and is not covered in this specification.

7.6.3_CCI Message Format andFM-€Coemmand Transport Protocol

CCI commands are transmitted across MCTP-capable interconnects as MCTP messages using

the format defined in Figure 124. FM-API-commands-may-be-transported-asMCETP-Messageas
F‘ C i dine-Cpecification

Figure 124. FM-API CCI Message Body
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Command Opcode [7:0] Reserved Message Tag Reserved Message Category

BO | Reserved

Message Payload Length Command Opcode [15:8]

Vendor Specific Extended Status Return Code

Message Payload
(Variable Size)

Table 84. CCIFM-API Message Format

Byte Offset

Description

000h

Bits (3:0) - Message Category: Type of CCI-FM-API message:
e Oh = Request

e 1h = Response

o All other encodings reserved

Bits (7:4) - Reserved

001h

Message Tag: Tag number assigned to request messages by the FM requester used to track
response messages when multiple request messages are outstanding.
Response messages shall use the tag number from the corresponding Request message.

002h

Reserved

003h

valuatio

Command Opcode [7:0]: As defined in Table 152, Table 174 and Table 205.

004h

Command Opcode [15:8]

005h

Message Payload Length [7:0]: As defined in Table 152, Table 174 and Table 205.

006h

Message Payload Length [15:8]

007h

Bits (4:0) - Message Payload Length [20:16]

Bit (6:5) - Reserved

Bit (7) - Background Operation_(BO): As defined in Section 8.2.8.4.6. Must be 0 for Request
messages.

008h

Return Code [7:0]: As defined in Table 150. Must be 0 for Request messages

009h

Return Code [15:8]

ECN DRAFT
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00Ah

Vendor Specific Extended Status [7:0]: As defined in Section 8.2.8.4.6. Must be 0 for Request
messages

00Bh

Vendor Specific Extended Status [15:8]

00Ch

Message Payload: Variably-sized payload for message in little endian. The length of this field is
specified in the Message Payload Length field above. The format depends on Opcode and
Message Category, as defined in Section 7.6.7.

Commands from the FM API Command Sets may be transported as MCTP messages as defined
in CXL FM API over MCTP Binding Specification®. All other CCI commands may be transported
as MCTP messages as defined by the respective binding specification.

.3.1 Transport Details for MLD Components

MLD components that do not implement an MCTP-capable interconnect other than their CXL
interface shall expose a CCI through their CXL interface(s) using the MCTP PCle VDM
Transport Binding Specification. FMs shall use the Tunnel Management Command to pass
requests to the FM-owned LD, as illustrated in Figure X.

Figure X. Tunneling Commands to an MLD through a CXL Switch

-
Tunnel Management

Command Request
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Tunnel Management
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Length ]

Set LD Allocations
Response

Set LD

Allocations
Response

Set LD Allocations
Response
.

tion Copy

an MLD during

Table 97. Get

.6.6.4 Event Notifications
1. To facilitate some system operations, the FM requires event notifications so it can execute its
role in the process in a timely manner (e.g., notifying hosts of an asserted Attention Button on

Managed Hot-Removal). If supported by the device, the FM can check the

current event notification settings with the Get ©6BMCTP Event Interrupt Policy command and
modify them with the Set ©9BMCTP Event Interrupt Policy command.

Virtual CXL Switch Info Request Payload

Bytes

Description

Start vPPB: Specifies the ID of the first vPPB requested in the vPPB information list
(bytes 4 - 7 in Table 99). This enables compatibility with devices that have small
maximum command message sizes.

e

VPPB List Limit: The maximum number of vPPB information entries to include in the
response (bytes 4 — 7 in Table 99). This enables compatibility with devices that have
small maximum command message sizes. This field shall have a minimum value of 1.

N

Number of VCSs: Number of VCSs requested. This field shall have a minimum value
of 1.

(Number of VCSs + 2) - 3

VCS ID List: 1 byte ID of requested VCS, repeated Number of VCSs times.

Evalua

7.6.7.4.1 Tunnel Management Command (Opcode 5300h)

This command
within an MLD.
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When sent to a CXL switch, the provided command is tunneled by the switch to the FM-owned
LD (LD=0xFFFF) of the MLD on the specified port_using the transport defined in Section

7.6.3.1.

When sent to an MLD, this provided command is tunneled by the FM-owned LD to the specified

LD, as illustrated in Figure Y.

Figure Y. Tunneling Commands to an LD in an MLD
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The Management Command input payload field includes the tunneled command encapsulated

in the CCI Message Format, as defined in Figure 124. This can include an additional layer of

tunneling for commands issued to LDs in an MLD accessible only through a CXL switch’s MLD

port, as illustrated in Figure Z.

Figure Z. Tunneling Commands to an LD in an MLD through a CXL Switch
N

Tunnel Management Tunnel Management | | MLD

I I e bt |
Command Request Command Request : Tunnel Management : : LD 0 :
Port=X _ : Command Request : | :
] Tunnel Management | D=1 — : D=1 : B
Command Request Set LSA Request || setisaRequest |1 ymmmmme-----o-- |
| ——& w1
| SetLSA Reguest - | ) | ! 1| Request !
I T | e s
S i FM-Owned © 777770
FM |— MCTP-Capable I/F —> = MCTP PCle VDM ! i i
2 ~ ;b D2
Tunnel Management Tunnel Management ! [ T '

| Tunnel Management | | .

Command Response Command Response | commandResponse | | .

| | .
<+ Length po— — V|| Length !  —— \
Tunnel Management — o 1 Set LSA Response | I !
Command Response Set LSA Response i | i 1
T ' e '

\\ Set LSA Response 9 ')

Response size varies based on the tunneled FM command’s definition. Valid targets for the
tunneled commands include switch MLD ports and valid LDs within an MLD. Tunneled FM

commands sent to any pert other targets thanan-MEBport shall be discarded and this
command’s will indicate complete with an “Invalid Parameter” return code-faiture. The FM-
owned LD (LD=0xFFFF) is an invalid target.

The Tunnel Management Command itself does not cause any Command Effects, but the

Management Command provided in the request will cause Command Effects as per its

definition.

Possible Command Return Codes:

e Success
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¢ Invalid Parameter
¢ Unsupported

e Internal Error

¢ Retry Required

Command Effects:

e None

Table 104 Tunnel Management Command Input Payload

Byte Offset

Length Description

P

Port or LD ID: Egress port ID for commands sent to a switch, or LD ID for commands sent to an

MLD
[ 1 1 Reserved
3-2 2 Command Size: Number of valid bytes in Management Command
Varies-4 Varies Management Command: Raw-MCFP-Message-Bedy-to-transmitRequest message formatted in the
CCI Message Format as defined in Figure 124
Table 105 Tunnel Management Command Output Payload
Byte Offset | Length Description
1-0 Response Length: Number of valid bytes in Response Message.
3-2 2 Reserved
Varies-4 Varies Response Message: Response message sent-by-MED formatted in the CCI Message Format as
defined in Figure 124
Table Z Get LD Allocations Request Payload
Bytes Description
0 Start LD ID: ID of the first LD in the LD Allocation List
1 LD Allocation List Limit: Maximum number of LD information blocks returned._This field shall have a
minimum value of 1.
O Table 114 Set LD Allocations Request Payload
[ Bytes Description
[ 0 Number of LDs: Number of LDs to configure. This field shall have a minimum value of 1.
1 Start LD ID: ID of the first LD in the LD Allocation List
3-2 Reserved
Varies-4 LD Allocation List: LD Allocation blocks for each LD starting at Start LD ID, as defined in Table 113,
repeated Number of LDs times.
Table A Payload for Get QoS Allocated BW Request
Bytes Description
[0 Number of LDs: Number of LDs configured. This field shall have a minimum value of 1.
1 Start LD ID: ID of the first LD in the LD Allocation List
Table B Payload for Get QoS BW Limit Request
[ Bytes Description
| o Number of LDs: Number of LDs to query. This field shall have a minimum value of 1.
[ 1 Start LD ID: ID of the first LD in the LD Allocation List
8.2.8.4 Mailbox Registers (Offset Varies)
The mailbox registers provide the ability to issue a command to the device. Refer-to-Section
8:-2:-0-for-details-about-the-commands: There are two types of mailboxes_provided through the
device’s reqgister interface: primary and secondary. Each mailbox represents a unique CCI
instance in the device and the properties of each instance are defined in Section 9.16.1. The
secondary mailbox does not support background operations. The status of a background
operation issued to a device’s primary mailbox can be retrieved from the Background
Command Status Register, as detailed in Section 8.2.8.4.7.

The register interface for both types of mailboxes is the same and is described in this section.
The difference between the two types of mailboxes is their intended use and commands
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registers using techniques such as locking.

.2.8.4.2 Attributes of the Secondary Mailbox

The secondary mailbox, if implemented by a device, supports only a subset of the
commands described in Section 8.2.9. The Command Effects Log shall specify which

commands are allowed on the secondary mailbox, and all other commands shall return

The primary and secondary mailbox interfaces shall be used in a single-threaded manner only.
It is software’s responsibility to avoid simultaneous, uncoordinated access to athe mailbox

the error Unsupported Mailbox_or CCI. The secondary mailbox does not support mailbox

completion interrupts. Implementation of the secondary mailbox is optional.

The secondary mailbox shall return identical information as the primary mailbox for a Get Log

command issued with Log Identifier=CEL. Devices shall indicate which commands are allowed
on the secondary mailbox by setting the Secondary Mailbox Supported flag for the supported

opcodes in the Command Effects Log. Exactly which commands are supported on the

secondary mailbox is implementation specific. It is recommended (but not required) that the
secondary mailbox supports all commands in the Events, Logs, and Identify command sets

defined in Section 8.2.9.

.2.8.4.5.1 Command Return Codes

In general, retries are not recommended for commands that return an error except when

indicated in the return code definition.
Table 150. Command Return Codes

Value | Definition

0015h

Unsupported Mailbox_or CCI: The command is not supported on the mailbox_or CCI it was issued

Component Command Interface

Table 152. Generic €XE Peviee Component Command Opcodes

al

Opcode Required* Input Output
Command Set Command Combined Type 1/12'/3e 3 Switch Payload Pasyilzoead
Bits[15:8] Bits[7:0] Opcode | Mailbox —M‘L;':T—P SWES | size (B) | g)iix
00h Information | 01h Identify (Section 0001h PMB MO MS 0 1+#12h
and Status 8.2.9.7.1)
02h Background Operation 0002h PMB MO MS 0 8
Status (Section
8.2.9.7.2)
03h Get Output Payload Limit 0003h PMB MO MS 0 1
(Section 8.2.9.7.3)
04h Set Output Payload Limit 0004h PMB MO MS 1 1
(Section 8.2.9.7.4)
01h Events 00h Get Event Records 0100h M o o 1 20h+
(Section 8.2.9.1.2)
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01h Clear Event Records 0101h M o] (o] 8+ 0
(Section 8.2.9.1.3)
02h Get Event Interrupt 0102h M P P 0 4
Policy (Section 8.2.9.1.4)
03h Set Event Interrupt 0103h M P P 4 0
Policy (Section 8.2.9.1.5)
04h Get ©6BMCTP Event 0104h PMB [e] [e] 2 0
Interrupt Policy (Section
8.2.9.1.5)
05h Set 66BMCTP Event 0105h PMB o) o) 2 2
Interrupt Policy (Section
8.2.9.1.5)
06h Event Notification 0106h PMB (o) (o) 2 0
(Section 8.2.9.1.5)
02h Firmware 00h Get FW Info 0200h (o) (o) (o) 0 50h
Update (Section 8.2.9.2.1)
01lh Transfer FW 0201h (o) (o) (o) 80h+ 0
(Section 8.2.9.2.2)
02h Activate FW 0202h (o) o) o) 2 0
(Section 8.2.9.2.3)
03h Timestamp 00h Get Timestamp 0300h o o o 0 8
(Section 8.2.9.3.1)
01lh Set Timestamp 0301h (o) (o) (o) 8 0
(Section 8.2.9.3.2)
04h Logs 00h Get Supported Logs 0400h M Ox* (o) 0 8+
(Section 8.2.9.4.1)
01h Get Log 0401h M o] o] 18h 0+
(Section 8.2.9.4.2)
05h Get Supported Logs Sub- 0405h (o) Ox* (o) 2 8+
List (Section 8.2.9.4.3)

M = mandatory for all devices that implement the CXL Device Register entry (Identifier=03h) in the Register Locator DVSEC
(Section 8.1.9); PMB = prohibited on the primary and secondary mailboxes; P = prohibited; MO = mandatory for components that
implement an MCTP-based CCI; MS = mandatory for components that support the FM API MCTP message type; O = Optional.

* Type 3 devices implementing support for the Get Supported Logs opcode on an MCTP-based CCI shall also support the Get
upported Logs Sub-List opcode

*** Indicates the minimum output payload size for a successful completion. Commands with variable output payloads sizes are
marked with ‘+’. Actual valid bytes in the output payload are indicated by the ‘Payload Length’ field in the Mailbox registers or in
he Response packet size for MCTP-based CCls.

O

.2.9.1.6 Get 60BMCTP Event Interrupt Policy (Opcode 0104h)

Retrieve the settings for interrupts that are signaled for component events over G9BMCTP
management media. When notifications are enabled for a particular log on a component, the
component may issue up to 1 Event Notification for that log type when the log contents
transition from zero entries to one or more entries. The FM must be able to receive at least 1
Event Notification message from the component for each log for which interrupts have been
enabled.
When notifications are enabled for Background Operation completion, the component shall
issue 1 Event Notification upon the completion of every Background Operation. This setting
shall be ignored if the component does not support Background Operations.
Possible Command Return Codes:

e Success

¢ Internal Error

¢ Retry Required

¢ Invalid Payload Length

aluat

Command Effects:
e None
Table XX Payload for Get ©9BMCTP Event Interrupt Policy Output, Set ©6BMCTP
Event Interrupt Policy Input, and Set ©6BMCTP Event Interrupt Policy Output

Byte Offset Length Description

0 2 Event Interrupt Settings: Bitmask indicating whether event notifications are enabled (1) or
disabled (0) for a particular event

Bit[0]: New uncleared Informational Event Log record(s)

Bit[1]: New uncleared Warning Event Log record(s)

Bit[2]: New uncleared Failure Event Log record(s)

EvV
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Bit[3]: New uncleared Fatal Event Log record(s)
Bits[14-4]: Reserved
Bit[15]: Background Operation completed

2.9.1.7 Set ©6BMCTP Event Interrupt Policy (Opcode 0105h)

8.2.9.1.8 Event Notification (Opcode 0106h)

tion Cop

d

This command is used by a CXL component to send notifications to the FM. It is only sent by
CXL components. Any commands of this type received by CXL components shall be silently
discarded.

This command is a notification to the FM that there are new events to be read from the event
logs specified in the “Eventteg” payload field. Fhe A notification_for log-based events is
triggered when both of the following conditions are met: the log transitions from having no
entries to having one or more entries and ©©BMCTP interrupts have been enabled with the Set
BOOBMCTP Event Interrupt Policy command. Log entries are cleared with the Clear Event Logs
command. After clearing log entries, the FM should use the Get Event Records command to
confirm that all entries have been cleared from the log to ensure that the notification trigger
has been re-armed. A notification for Background Operations is sent when a Background
Operation completes.

The FM acknowledges a notification by returning a response. The component shall retransmit
the notification every 1 ms using the same Message Tag value in the transport header until
the FM has returned a response with the ‘Success’ return code, up to a maximum of 10
retries. No additional Event Notifications shall be sent until the component has received a
response from the FM.

Possible Command Return Codes:
e Success
¢ Invalid Parameter
e Internal Error
e Retry Required

Command Effects:
e None

Table Y Event Notification Input Payload

[ Byte Offset Length Description

0

2 Event: Bitmask indicating the event:

Bit 0 = Informational Event Log has uncleared record(s)
Bit 1 = Warning Event Log has uncleared record(s)

Bit 2 = Failure Event Log has uncleared record(s)

Bit 3 = Fatal Event Log has uncleared record(s)

Bits 14-4 = Reserved

Bit 15 = Background Operation completed

Evalu

.2.9.2.2 Transfer FW (Opcode 0201h)

Transfer all or part of a FW package from the caller to the device. FW packages shall be 128
byte aligned.

If the FW package is transferred in its entirety, the caller makes one call to Update FW with
Action = Full FW Transfer.

If a FW package is transferred in parts, the caller makes one call to Transfer FW with Action =
Initiate FW Transfer, zero or more calls with Action = Continue FW Transfer, and one call with
Action = End Transfer or Abort Transfer. The FW package parts shall be transferred in order,
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otherwise the device shall return the FW Transfer Out of Order return code. Back-to-back
retransmission of any FW package part is permitted during a transfer.

If the a FW package transfer initiated on a Mailbox CCI is interrupted by a Conventional or CXL
reset, the FW package transfer shall be aborted by the device. If a FW package transfer is
aborted prior to the entire FW package being successfully stored on the device, the device
shall require the FW package transfer to be started from the beginning of the FW package.

Only one FW package may be transferred to a single CCI at a time. The device shall return the
FW Transfer in Progress return code if it receives a Transfer FW command with Action = Full
FW Transfer or Action = Initiate FW Transfer until the current FW package transfer is
completed or aborted.

In case of a device with multiple CCIs, the device shall return the FW Transfer in Progress
return code if it receives a Transfer FW request on any other CCI than the CCI that initiated
the current FW package transfer until that transfer is completed or aborted. The timeout
between FW package parts is 30 seconds, after which point the device shall consider the
current FW package transfer aborted.

Once the entire FW package is fully transferred to the device, the device shall verify the FW
package and store it in the specified slot. Verification of the FW package is vendor specific.

.2.9.4.1 Get Supported Logs (Opcode 0400h)

Retrieve the list of device specific logs (identified by UUID) and the maximum size of
each Log.
Possible Command Return Codes:
e Success
e Internal Error
e Retry Required
¢ Invalid Payload Length
Command Effects:
e None

IMPLEMENTATION NOTE

It is strongly recommended that Get Supported Logs Sub-List is supported by components and
used by management software instead of Get Supported Logs so that requesters may control
the size of the output payload, as needed. Type 3 devices implementing support for the Get
Supported Logs opcode on an MCTP-based CCI shall also support the Get Supported Logs Sub-
List opcode.

8.2.9.4.2.1 Command Effects Log

The Command Effect Log (CEL) is a variable length log page that reports suppert-for each
command supported by the CCI that was queried (with the exception of the secondary
mailbox, as described in Section 8.2.8.4.2) and the effect each command will have on the
device subsystem.

Devices shall implement the CEL for all commands supported by the device, including any
vendor specific commands that extend beyond those specified in this specification.

Some host drivers may not allow unspecified commands to be passed through to the device if
the commands are not advertised in the CEL.

Table 173. CEL Entry Structure
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Byte Offset Length Description
0 2 Opcode: The command opcode.
2 2 Command Effect: Bit mask containing one or more effects for the command opcode

¢ Bit[0]: Configuration Change after Cold Reset - When set, this opcode makes a driver visible
change to the configuration of the device or data contained within persistent memory regions
of the device. The change does not take effect until a device cold reset.

¢ Bit[1]: Immediate Configuration Change - When set, this opcode makes an immediate driver
visible change to the configuration of the device or data contained within persistent memory
regions of the device.

e Bit[2]: Immediate Data Change - When set, this opcode makes an immediate driver visible
change to the data written to the device.

¢ Bit[3]: Immediate Policy Change - When set, this opcode makes an immediate change to the
policies utilized by the device.

¢ Bit[4]: Immediate Log Change - When set, this opcode makes an immediate change to a
device log.

e Bit[5]: Security State Change - When set, this opcode results in an immediate driver visible
change in the security state of the device. Security state changes that require a reboot to take
effect do not use this effect.

¢ Bit[6]: Background Operation - When set, this opcode is executed in the background.

® Bit[7]: Secondary Mailbox Supported - When set, submitting this opcode via the secondary
mailbox is supported, otherwise this opcode will return Unsupported Mailbox_or CCI if issued
on the secondary mailbox. Only valid when returned on the primary or secondary mailbox.
This bit is reserved if the CEL is being returned from any CCI other than the primary or
secondary mailbox.

® Bits[15:8]: Reserved, shall be set to zero.

.2.9.4.3 Get Supported Logs Sub-List (Opcode 0405h)

uation

|

Retrieve a sub-list of device specific logs (identified by UUID) and the maximum capacity of
each log. The output of this command shall be consistent with the output of the Get Supported
Logs command.
Possible Command Return Codes:

e Success

e Internal Error

e Retry Required

e Invalid Payload Length
Command Effects:

e None

IMPLEMENTATION NOTE

It is strongly recommended that Get Supported Logs Sub-List is supported by components and
used by management software instead of Get Supported Logs so that requesters may control
the size of the output payload, as needed. Type 3 devices implementing support for the Get
Supported Logs opcode on an MCTP-based CCI shall also support the Get Supported Logs Sub-
List opcode.

Table C Get Supported Logs Input Payload

Byte Offset Length Description
1 Maximum Number of Supported Log Entries: Maximum number of Supported Log Entries
requested. This field shall have a minimum value of 1.
1 Start Log Entry Index: Index of the first Supported Log Entry requested

d

Byte Offset Length

Table D Get Supported Logs Output Payload

Description

0 2 Number of Supported Log Entries: The number of Supported Log Entries returned in the output
payload
2 Total Number of Supported Log Entries: The total humber of Supported Log Entries supported

by the component

1 Start Log Entry Index: Index of the first Supported Log Entry in the output payload
3 Reserved
Varies Supported Log Entries: Device specific list of supported log identifier UUIDs and the maximum

capacity of each log, as defined in Table 169.

Ev

8.2.9.5 Memory Device Command_Sets
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Table 174. CXL Memory Device Command Opcodes

Opcode Required* Inbut Output
Command Set Command Combined Type 1/2/3 Pay‘l-,oad Payload
Bits[15:8] Bits[7:0] Opcode Mailbox Type 3 Size (B) Size
MCTP (B)X**
4 Identify_Memory 00h Identify Memory Device 4000h M M 0 43h
Device (Section 8.2.9.5.1.1)
41h Capacity Config 00h Get Partition Info 4100h o o 0 20h
and Label Storage (Section 8.2.9.5.2.1)
01h Set Partition Info 4101h o O*x* 9 0
(Section 8.2.9.5.2.2)
02h Get LSA 4102h PM o) 8 0+
(Section 8.2.9.5.2.3)
03h Set LSA 4103h PM O** 8+ 0
(Section 8.2.9.5.2.4)
42h Health Info and 00h Get Health Info 4200h M o 0 12h
Alerts (Section 8.2.9.5.3.1)
01h Get Alert Configuration 4201h M o) 0 10h
(Section 8.2.9.5.3.2)
02h Set Alert Configuration 4202h M (o) 0Ch 0
(Section 8.2.9.5.3.3)
03h Get Shutdown State 4203h PM (o) 0 1
(Section 8.2.9.5.3.4)
04h Set Shutdown State 4204h PM P 1 0
(Section 8.2.9.5.3.5)
43h Media and 00h Get Poison List 4300h PM (o) 10h 20h+
Poison Mgmt (Section 8.2.9.5.4.1)
01lh Inject Poison 4301h (0] P 8 0
(Section 8.2.9.5.4.2)
02h Clear Poison 4302h o O** 48h 0
(Section 8.2.9.5.4.3)
03h Get Scan Media 4303h PM o] 10h 4
Capabilities
(Section 8.2.9.5.4.4)
04h Scan Media 4304h PM O** 11h 0
(Section 8.2.9.5.4.5)
05h Get Scan Media Results 4305h PM o) 0 20h+
L (Section 8.2.9.5.4.6)
44h Sanitize 00h Sanitize 4400h o O** 0 0
(Section 8.2.9.5.5.1)
01lh Secure Erase 4401h o O** 0 0
(Section 8.2.9.5.5.2)
45h Persistent 00h Get Security State 4500h o o 0 4
Memory Data-at- (Section 8.2.9.5.6.1)
rest Security 01lh Set Passphrase 4501h O O** 60h 0
(Section 8.2.9.5.6.2)
02h Disable Passphrase 4502h o O** 40h 0
(Section 8.2.9.5.6.3)
03h Unlock 4503h o O** 20h 0
(Section 8.2.9.5.6.4)
04h Freeze Security State 4504h o O** 0 0
(Section 8.2.9.5.6.5)
05h Passphrase Secure 4505h o O** 40h 0
Erase
(Section 8.2.9.5.6.6)
46h Security 00h Security Send 4600h o O** 8+ 0
Passthrough (Section 8.2.9.5.7.1)
01h Security Receive 4601h (0] o 8 0+
(Section 8.2.9.5.7.2)
47h SLD QoS 00h Get SLD QoS Control 4700h o o] 0 4
Telemetry (Section 8.2.9.5.8.1)
01lh Set SLD QoS Control 4701h o O** 4 0
(Section 8.2.9.5.8.2)
02h Get SLD QoS Status 4702h o o] 0 1
(Section 8.2.9.5.8.3)
M = mandatory for all CXL memory devices; PM = mandatory for CXL memory devices that support persistence; O = Optional; P
Prohibited. Note: It is prohibited for switches to support any commands from the Memory Device Command Set.
*Systems capable of management from Mailbox Registers and an MCTP-based CCI shall ensure that these commands are not

issued as MCTP messages while a device’s mailboxes are operational.

*** Indicates the minimum output payload size for a successful completion. Commands with variable output payload sizes are

marked with *+’. Actual valid bytes in the output payload are indicated by the ‘Payload Length’ field in the Mailbox registers or in

the Response packet size for MCTP-based CCIs.
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: 8.2.9.5.1 Identify_Memory Device

.2.9.6 FM API Commands

able 205. CXL FM API Command Opcodes

| Opcode Required* Input Output
Command Set Command Combined Type 1/2/3 Pa_IIJo_ad Payload
Bits[15:8] Bits[7:0] Opcode Mailbox* Type 3 Switch S_iz‘h Size
* McTP Size (B) | (g)*xx
51h Physical 00h Identify Switch Device 5100h P P MSW 0] 49h
Switch (Section 8.2.9.5.1.1)
01h Get Physical Port State 5101h P P MSW 2+ 14h+
(Section 7.6.7.1.4)
02h Physical Port Control 5102h P P MSW 2 0
(Section 7.6.7.1.5)
03h Send PPB CXL.io 5103h P P MSW 4+ 0+
Configuration Request
(Section 7.6.7.1.6)
52h Virtual 00h Get Virtual CXL Switch 5200h P P o 4+ 8+
Switch Info (Section 7.6.7.2.1)
01h Bind vPPB 5201h P P o] 6 0
(Section 7.6.7.2.2)
02h Unbind vPPB 5202h P P o 3 0
(Section 7.6.7.3)
03h Generate AER Event 5203h P P o] 28h 0
(Section 7.6.7.3.1)
53h MLD Port 00h Tunnel Management 5300h P MO o] 4+ 4+
Command (Section
7.6.7.4.1)
01h Send LD CXL.io 5301h P P o 8+ 0+
[ ] Configuration Request
(Section 7.6.7.4.2)
02h Send LD CXL.io Memory 5302h P P o] 10h+ 4+
Request (Section
7.6.7.4.3)
54h MLD 00h Get LD Info 5400h MM MMS P 0 Bh
Components (Section 7.6.7.5.1)
01h Get LD Allocations 5401h MM MO P 2 14h+
(Section 7.6.7.5.2)
02h Set LD Allocations 5402h MO MO P 14h+ 14h+
(Section 7.6.7.5.3)
03h Get QoS Control 5403h MM MO P 0 7
(Section 7.6.7.5.4)
04h Set QoS Control 5404h MM MO P 7 7
(Section 7.6.7.5.5)
05h Get QoS Status 5405h MO MO P 0 1
(Section 7.6.7.5.6)
06h Get QoS Allocated BW 5406h MM MO P 2 3+
(Section 7.6.7.5.7)
07h Set QoS Allocated BW 5407h MM MO P 3+ 3+
(Section 7.6.7.5.8)
08h Get QoS BW Limit 5408h MM MO P 2 3+
(Section 7.6.7.5.9)
09h Set QoS BW Limit 5409h MM MO P 3+ 3+
(Section 7.6.7.5.10)

*_ O = Optional, P = Prohibited, MM = Mandatory for all MLD components (prohibited for SLD components), MO = Optional for MLD

components (prohibited for SLD components), MMS = Mandatory for all MLD components that implement an MCTP-based CCI
M API MCTP message type; PSW—=

T

[**The FM-owned LD in MLD components is accessible using the transport defined in Section 7.6.3.1
*** Indicates the minimum output payload size for a successful completion. Commands with variable output payloads sizes are
marked with *+’. Actual valid bytes in the output payload are indicated by the ‘Payload Length’ field in the Mailbox registers or in
the Response packet size for MCTP-based CCIs.
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8.2.9.7.1 Identify (Opcode 0001h)

PY

Retrieves status information about the component, including whether it is ready to process
commands. A component that is not ready to process commands shall return ‘Retry Required’.
Possible Command Return Codes:

e Success

¢ Internal Error

¢ Retry Required
Command Effects:

e None

Identify Output Payload

Byte Offset | Length | Description

17

1 Component Type: Indicates the type of component:
0 - Switch

1 - Reserved

2 - Reserved

3 - Type 3 device
All other encodings reserved

Co

100

aluat

9.
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.15 Manageability Model for CXL Devices

Manageability is the set of capabilities that a managed entity exposes to a management entity.
In the context of CXL, CXL devices and switches are managed entities. These capabilities are
generally classified in sensors and effectors. Perfermance-counterAn Event Log is an example
of a sensor, whereas the ability to update the device firmware is an example of an effector.
Sensors and effectors can either be accessed in-band, i.e., by OS/VMM resident software, or
out of band, i.e., by firmware running on a management controller that is OS independent.

In-band software can access CXL device's manageability capabilities by issuing PCle
configuration read/write or MMIO read/write transactions_to its Mailbox Registers. These
accesses are generally mediated by CXL device driver. This is consistent with how PCle
adapters are managed.

Out of band manageability in SO state can leverage transports for which an MCTP binding
specification has been defined everPEFExpressinfrastructure. This assumes CXL.io path will

decode and forward MCTP over PCIe VDMs in both directions. Form factors such as PCle CEM
provision two SMBUS pins (clock and data). The SMBUS path can be used for out of band
manageablllty in Sx state or link down case. This is conS|stent with PCIe adapters $he—e*aet

as—PI:DM—éPJatfeHm—I:eveJ—Data—MedeB—CXL components may aIso support addltlonal

management capabilities defined in other specifications such as PLDM (Platform Level Data

Model).

16 Component Command Interface

Run-time management of CXL components is facilitated by a Component Command Interface
(CCI). A CCI represents a command target to process management and configuration
commands issued to the component. Table 152, Table 174, and Table 205 define the
commands that can be supported by a CCI.

A component can implement multiple CCIs of varying types that operate independently and

have uniquely defined list of supported commands. There are 2 types of CCIs:

1. Mailbox Registers: a component can expose up to 2 mailboxes through its Mailbox
Registers, as defined in Section 8.2.8.4. Each mailbox represents a unique CCI instance.
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2. MCTP-based CCIs: components with MCTP-capable interconnects can expose up to 1 CCI
per interconnect. There is a 1:1 relationship between the component’s MCTP-based CCIs
and MCTP-capable interconnects. Transfer of commands via MCTP uses the transport
protocol defined in Section 7.6.3.

All CCIs shall comply with the properties listed in Section 9.16.1.

.16.1 CCI Properties

Components implementing more than one CCI shall process commands from those CCIs in a
manner which avoids starvation, so that commands submitted to one CCI do not prevent
commands from other CCIs from being handled. The exact algorithm for accepting commands
from multiple CCIs is implementation specific. Each CCI in a component reports its supported
command list through the Command Effects Log, as described in Section 8.2.9.4.5.1.

Interface-specific properties of commands, background operation, and timeouts are defined in
Section 8.2.8.4 for mailbox CCIs and in Section 9.16.2 of MCTP-based CCIs. Each CCI can
support executing only one background command at a time.

When a command is successfully started as a background operation, the component shall
return the Background Command Started return code defined in Section 8.2.8.4.5.1. While the
command is executing in the background, the component should update the percentage
complete at least once per second.

The component shall return the “Busy” return code if a command is sent to initiate a
Background Operation while a Background Operation is already running on any other CCI.

IMPLEMENTATION NOTE

It is recommended that components with multiple CCIs that support commands that runs as
Background Operations only advertise support for those commands on one CCI.

Each CCI within a component shall maintain a unique context with respect to the following
capabilities:
o Events, including reading contents, clearing entries, and configuring interrupt settings,
and
o Command Effects Log content

IMPLEMENTATION NOTE

Coordination between management entities attempting concurrent commands over separate
CCIs that have component-level impact (e.g. FW update, etc.) is out of the scope of this
specification.

.16.2 MCTP-Based CCI Properties

The CCI command timeout is 2 seconds, measured from when the command has been
received by the component to when the component has begun to transmit its response.
Components should respond within this time limit, otherwise requesters may timeout.
Requesters must account for round trip transmission time in addition to the command timeout.

IMPLEMENTATION NOTE

MCTP-based CCIs are intended to provide a dedicated management interface that operates
independently from the state of any of the component’s CXL interfaces; it is strongly
recommended, but not required, that commands initiated on MCTP-based CCIs execute across
Conventional Resets or any other changes of state of a component’s CXL interface(s).

MCTP-based CClIs report background operation status using the “Background Operation
Status” command as defined in Section 9.16.3.1.1.2.
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In the event of a command timeout, the requester may re-transmit the request. New Message
Tags shall be used every time a request is re-transmitted. Requesters may discard responses
that arrive after the command timeout period has lapsed.

Commands sent to MCTP-based CCIs on MLD components are processed by the FM-owned LD.

2.2.3.2 Memory Error Logging and Signaling Enhancements

A CXL device that supports Memory Error Logging and Signaling Enhancements capability,
must log such errors locally and expose the error log to system software via its CCI(s)
(Section 8.2.8.4.3). Reading an error record from the mailbox will not automatically result in
deletion of the error record on the device. An explicit clear operation is required to delete an
error record from the device. To support error record access and deletion, the device shall
implement the Get Event Records and Clear Event Records commands.

Copy

| 14.9.1077 MCTP-Based CCI Test

est Setu
The DUT is an MCTP-based CCI capable component connected directly to a CXL RP or

downstream port of a Switch

est Steps
1. Issue the Identify (opcode 0001h) command to the DUT as an MCTP message
transmitted over an MCTP capable interconnect

I ' 2. Wait for 2s or until the DUT sends the Identify response message

Pass Criteria
The Identify response payload matches the expected value for the DUT

Fail Criteria

DUT fails to send an Identify response message within 2s or the response payload
does not match the expected value for the DUT

Evalu
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